Program and schedule of the NATO ATC

at TSU (Thilisi, Georgia) — 30 June - 4 July 2025

Title: "Training, Research and Education for Cybersecurity of Critical Infrastructures"

DAY 2: WHAT WE MAY DO FOR THE CYBERSECURITY OF CRITICAL INFRASTRUCTURES ?

Tue 1.7

Session 2.1 Preparation of trainings

9:00-11:00

Parallel Sessions for WG1, WG2, WG3 - 120’

Each Working Group will work in a separate lecture hall and may structure the
content of this session as it is approppriate for their topic. Each WG should pair
Senior and Junior Trainers to develop hands-on or structured sessions on critical
infrastructure cybersecurity. In particular they have to develop the scenario and
assign roles for training of all ATC trainees (Session 3.2, 4.1), which will be conducted
on Day 3 and 4. If not decided earlier it may include a choise and rehearsal of (three
per WG1 and WG2) topical presentations by Senior Trainers

11:00-11:30 Coffee break

Session 2.2 How academia and international community may contribute to cyberdefence

11:30-12:30

GRENA in 2008 crisis - cooperation with CERT Polska and CERT Estonia (D.
Tabatadze, M. Maj...) — 30’

Discussion — How Education and Research couples with country’s cyberdefence —
30’

12:30-13:30 Lunch break

Session 2.3 Recent developments and applications in Cl cybersecurity

13:30-15:00

Best use cases of cybersecurity in various areas (tentative topics and speakers)

4.
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Avionics/UAV (Dr O. lliashenko - KhAl) — 20’

Energy/Grids (Dr I. Katernyak — National University of Lviv) — 20’

Nuclear (Prof. K. Waedt - FRAMATOME) — 20’

Science - Genomics Biosafety (Dr M. Soule — CCDS) — 20’

Discussion — How to implement newest reserach results in practice of Cis? — 10’



15:00-15:30 Coffee break
Session 2.4 Future technologies in Cl cybersecurity
15:30-17:00

9. Ch. Spirito, M. Maj —, Al and Gamification for Cybersecurity of Critical
Infrastructures - Research, Laboratories and Practice” — 60’

10. Discusiion and/or Contributions from other trainers and trainees related to Al/ML
and Gamification in cybersecurity (and vice versa: cybersecurity of Al/ML/Games). —
30




