Advanced Training Course

"Training, Research and Education for Cybersecurity of Critical
Infrastructures"

Ivane Javakhishvili Tbilisi State University (Tbilisi, Georgia)
30 June — 4 July 2025

Agenda

DAY 1 WHERE WE ARE WITH THE CYBERSECURITY OF CRITICAL INFRASTRUCTURES ?

Mon 30.6

8:30-9:30 Registration, Welcome Coffee

Session 1.1 Opening Ceremony and state of the art in the Critical Infrastructore (Cl) Cybersecurity
9:30-11:00

Welcome addressess (TSU, NATO, GE-GOV....) -4x5
Overview of the ATC Prof. Ramaz Kvatadze, Dr. Jacek Gajewski 10’
Prof. Oliver Popov (Stockholm University), Dr Don Dudenhofer (Austrian
Institute of Technology) — 20’
,State of the art in the Cl cybersecurity education and training”

3. Dr Chris Spirito (Idaho National Laboratory), Prof.Khalil El-Khatib (Ontario
Technical University) -20 *
,State of the art in the Cl cybersecurity research and OT laboratories”

4. Prof. Vyacheslav Kharchenko (National Aerospace University KhAl), Dr Viktor
Mariin (Cyber Department, Security Service of Ukraine)
,Cybersecurity of Critical Infrastructures at hard test — lessons learned from
2022-2025 war in Ukraine” — 20’

11:00 -11:30 Coffee break (+ Group photo)

Session 1.2 Funding and cybersecurity challenges in EaP countries

11:30-12:30
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5. Dr Jacek Gajewski, MSc Matgorzata Kot (National Centre for Nuclear Research) +
Georgian Funding Agency (tbc)
,Possible funding mechanisms and programmes for Cl cybersecurity education
and research” — 10’

6. EaP country reports on Cl cybersecurity programmes, needs, priorities, plans

GE - speaker prof. Magda Tsintsadze -10’
AM - speaker prof. Gevrg Margarov -10°
AZ - speaker — Dr Elvin Abaszade -10’
MD - speaker Dr Alexander Golubev - 10’

UA - speaker Prof. Vyacheslav Kharchenko - 10’

12:30-13:30 Lunch

Session 1.3  Panel discussion on challenges and options in Cl cybersecurity
13:30-15:00
7. Panel discussion including presentation of Working Groups and the trainers — 90’

This session will present the scope of each WG, which should allow trainees to choose
the WG which fits best their interest. It will provide an opportunity for key trainers to
introduce themselves and share their perspectives on cybersecurity E&R&D. The
conversation will explore the current state of formal and informal education, research,
lab usage, and opportunities for advancing cybersecurity education.

Moderated by Working Group Leaders:
For WG1 (Education & Training) — Prof. O. Popov, Dr D. Dudenhofer
For WG2 (Research and Laboratories) — Dr. Ch. Spirito, Prof. Kh. El Khatib
For WG3 (Projects and Funding) — Dr J. Gajewski, Prof. V. Kharchenko, Prof. R. Kvatadze

15:00 -15:30 Coffee break

Session 1.4 Introduction of attendees and formation of Working Groups

15:30-17:00

8. Round-de-table — self introduction of speakers and trainees -30’
9. Formation of three Working Groups for WG/Tracks and 3-4 CyberBastionTeams
for the Strategy Game

Attendees will be divided into two sets of smaller sub-groups aligned with:
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key topics of a given Working Group, allowing for more focused collaboration throughout the week.
These groups will play a central role in conducting the training and definitione of the follow-up
projects;

the expected composition of teams for a CyberBastion Strategy Exercise (Teams are likely to consist
of technical and managerial type of people) having combined expertise in dedicated themes such as
for example: cyber threat intelligence, emerging technologies, and supply chain security.

Moderated by Dr Jacek Gajewski, MSc M. Fronczak - 60’

17:00-19:00 Free time
19:00-22:00 Welcome party
Free-form presentations of TSU activities:

Prof. Revaz Shanidze, Prof. Manana Khachidze
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