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Agenda

DAY 3: HOW CAN WE CONTRIBUTE TO THE CYBERSECURITY OF CRITICAL INFRASTRUCTURES?

Wed 2.7
Session 3.1 Preparation of project ideas

9:00-11:00

1. Parallel Sessions for WG1, WG2, WG3 - moderated by WG Leaders — 120’

Each Working Group will work in a separate lecture hall and may structure the
content of this session as it is approppriate for their topic. There will be a discussions
and brainstorming of ideas for possible joint projects. Moderator may split the group
into sub-groups. Each sub-group will generate project "pitches" to foster
collaboration in cybersecurity education/training and/or research/laboratories.
Participants will refine their ideas in a structured, interactive discussion with other
subgroups.

11:00-11:30 Coffee break

Session 3.2 Training Sessions
11:30-12:30

2. WG1 training for all trainees - 60’
During the plenary session the WG1 will present (in a form of a training) results of
their discussion during Session 2.1. This may cover topics like: course and capability
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development, accreditation/certification, training the trainers, course
implementation pathways, sample course agendas, lectures vs practical exercises,
usage of laboratories and simulators in education/training, etc. The idea of most
promising project proposal should be briefly presented.

12:30-13:30 Lunch break

13:30-14:30

WG?2 training for all trainees — 60’

During the plenary session the WG2 will present (in a form of a training) results of
their discussion during Session 2.1. This may have a form of coordinated training sub-
sessions on detecting and mitigating threats to national infrastructure and supply
chain risk management. The idea of most promising project proposal should be
briefly presented.

14:30-15:00 Coffee break

Session 3.3 Practical training and team building

15:00-17:30

CyberBastion Strategy game

CyberBastion is a learning experience in the form of gamification, based on the
conscious and intentional use of game design mechanisms to activate, motivate, and
engage a group of participants. It is a simulation game focused on building the most
resilient cybersecurity system for an Cl environment and effectively responding to
various cyber threats. Game scenarios are based on real and current events and
cyberattacks.

The main benefits of the game, confirmed by participants during numerous games, include:

a. Interaction between participants —the Cyber Fortress is a team game that consists in choosing the
right incident prevention and response strategy. During the game, members must work together to
achieve the goal — protecting their organisation’s assets. They exchange opinions, discuss different
strategies and points of view. If the team consists of both technical and non-technical players, the
exchange of information takes on additional importance and positively influences the value of the

game and its usefulness in practice. Heated discussions and brainstorming for solutions are the best
way to balance organizational, procedural and technical safeguards.

b. Understanding the cybersecurity ecosystem — the game enables a better understanding of the
cybersecurity ecosystem as a whole and the interrelationships between its components. Non-
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technical players can learn more about the value and functionality of technical solutions. On the
other hand, they can explain to their more technical colleagues why organizational and procedural
safeguards should work together with the technical ones to be most effective.

Networking — the game creates opportunities to establish or create relationships between players
that can then be used practically in a real working environment. After the game is over, there are
many topics for further discussion and exchange of views.

Cybersecurity Budget Execution Strategies — Players can understand and test different
cybersecurity budget execution strategies, particularly the effectiveness of their investments during
the prevention and response phases.
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